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Purpose and Benefits:
The Gramm-Leach-Bliley Act (GLBA), also known as the Financial Services Modernization Act, is
a federal law enacted in 1999 in the United States. Its primary purpose is to enhance the privacy
and security of customers' nonpublic personal information held by financial institutions. Under
GLBA, financial institutions are required to establish safeguards to protect this sensitive
information from unauthorized access and disclosure.

GLBA applies not only to traditional banks and financial institutions but also to certain
educational institutions that meet specific criteria. If a college or university engages in financial
activities involving customer information, such as administering financial aid programs,
managing student loans, or operating as a financial institution in any capacity, it may be subject
to GLBA regulations.

To ensure compliance with GLBA, educational institutions like SMC must integrate specific
guidelines from their Information Security Policy with recognized cybersecurity risk
management frameworks, such as the one provided by the National Institute of Standards and
Technology (NIST). This integration demonstrates the institution's dedication to complying with
GLBA by aligning its internal policies with nationally recognized standards. By doing so, SMC
strengthens its defenses against cyber threats and ensures the security of sensitive customer
information, meeting the legal requirements and protecting the privacy of individuals' financial
data. In essence, GLBA mandates that higher education institutions take necessary steps to
safeguard financial information, just as traditional financial institutions are required to do.

Designate a Qualified Individual:
1) The Chief Information Officer (CIO) at SMC, in coordination with a virtual CISO, will

lead and manage the information security program, aligning with the NIST SP 800-53
framework (Section 4.2.5 from SMC Information Security Policy).
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2) Deans and Department Heads:

a. Collaborate with IT to identify and classify sensitive information within their
respective departments.

b. Ensure that staff members with access to sensitive data are trained in data
security practices and follow the institution's policies.

3) Employees with Access to Protected Data:

a. Abide by the institution's data security policies and procedures.
b. Handle sensitive data with care and report any suspicious activities or potential

breaches promptly.

4) Controller's Office:

a. Oversees the financial records and ensures compliance with GLBA requirements.
b. Works with IT to implement controls for securing financial data.

5) External Financial Auditors:

a. Review the institution's financial practices and records to ensure compliance
with GLBA.

b. CoS⠀ar ct pol� pr᐀promp Ȁ䔀

c e

ormation

5) Eonploal

ci
Emoav

E

p

r

o

m

p

Ȁ䔀

㤀Ȁ䔀

w

the
t
and⼀

ompli�ee
t
愀 A

rtȓ㜰owh
o鄀

Ҙ䐀



Conduct



mailto:Jhj2@stmarys-ca.edu


6) Access Controls: Security measures that regulate who or what can view or use resources
in a computing environment.

7) Data Inventory: The process of cataloging and managing IT assets and classified
information within an organization.

8) Encryption: The method of converting data into a code to prevent unauthorized access,
especially during data transmission.

9) App Security: Measures and controls that ensure the security of software applications
within an organization.

10)Multi-Factor Authentication (MFA): A security system that requires more than one
method of authentication from independent categories of credentials to verify the user's
identity for a login or other transaction.

11) Secure Disposal: The process of destroying data or decommissioning data storage
devices to ensure that sensitive information cannot be recovered.

12) Change Management: A systematic approach to dealing with the transition or
transformation of an organization's goals, processes, or technologies.

13)User Activity Monitoring: The process of tracking and monitoring user actions and
behavior within a network or system.

14) Risk Assessment: The process of identifying, analyzing, and evaluating risks associated
with cybersecurity.

15) Vulnerability Management: The cyclical practice of identifying, classifying, remediating,
and mitigating vulnerabilities in software.

16) Security Program: A set of policies, procedures, and technical measures used to prevent
unauthorized access, alteration, theft, or physical damage to information systems.

17) Incident Response Plan: A set of instructions that help IT staff detect, respond to, and
recover from network security incidents.

18) Board of Directors: The group of individuals elected to represent shareholders and
govern the activities of an organization.

Specific NIST SP 800-53 Control References:

1) AC-1: Policies and procedures for managing access to organizational systems and
information.
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2) AU-2: Procedures for monitoring and tracking audit events in information systems.
3) CA-2: Security assessments to evaluate the effectiveness of security controls.
4) CM-3: Management of changes to systems, applications, and infrastructure to maintain

security.
5) CM-8: Keeping track of the components of information systems and their inventory.
6) IA-2: Processes for identifying and authenticating users accessing systems.
7) PM-9: The strategy for managing the organization's risk related to information systems.
8) SA-9: Controls for managing external services provided to the organization.

Revision History

This standard shall be subject to periodic review to ensure relevancy.

Date Description Reviewer

02/05/2024 Senior Staff James Johnson

02/06/2024 Publish James Johnson
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